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[lopTan ynpasneHua Dionis-SMP npegHa3HaueH
ONA LeHTPasnn30BaHHOIO yrpaBieHNA MexXceTeBbiMin
3KpaHamu (Kpuntomapuwpytusatopamm) Dionis DPS.

Dionis DPS - nuHenka KpynToMapLpyTrn3aTopoBs, obnagatowmx GyHKUNAMM
MC>3, COB, VPN.

OcHOBHble BO3MOXHOCTU Dionis-SMP

MOHUTOPWHI COCTOAHMA 1 HACTPOWKA MHTePPEeNcoB

Hactpornka mapwpyTunsaunm (B T.4. AMHAMNYECKOWN, Ha OCHOBE MONUTUK
N [OCTYMHOCTM Y3/10B CeTu)

YnpaeneHvie ¢punbTpaLmel NakeToB Ha OCHOBE Pa3/INYHbIX KpUTEPMEB

Hactpoiika TpaHcnAunm agpecos (B T.U. C KOHTPONEM COCTOAHUA CECCUA)

HacTpoiika 3awuiieHHbIX KpunTorpadpurieckmnx coeguHeHnn
MOHUTOPUHT CUCTEMBI OOHAPYXKEHNA BTOPXKEHNI

YnpasneHue gpyrumm napametpamu pabotbl Dionis DPS

Kpome TOro, noprtan ynpasneHusa Dionis-SMP npepoctaBnaeTr BO3MOXHOCTb HarnAgHoro
rpaduuyeckoro npepacTaBfeHnA TeKyLero coctoaHuA cobbituin B cetn Dionis DPS, nossonsa
aAMWHUCTPATOPY OMepaTMBHO pearnpoBaTb Ha BO3HMKalWMe npobnembl U NPOBOAUTH
[AEeTanbHbIN aHanM3 TeKylen CUTyauuun. Takke 1MMeeTCAa BO3MOXHOCTb MOJlyYeHnsa M aHanusa
COObITUI B CETWU, MONYUYEHHbIX N OT APYrUX CETeBbIX YCTPONCTB NO npoTokonam syslog, SNMP,
Netflow, uTo no3BonaeT ncnonb3oBaTb NopTan ynpasneHusa Dionis-SMP Kak LeHTpan30BaHHYHO
CUCTEMY MOHUTOPMHra COCTOAHWA CEeTU W YyNpaBieHMA Cco6bITUAMN MHPOPMALIMOHHOMN
6e3onacHoCT.
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LleHTpaﬂVI3OBaHHoe ynpaBneHne n MOHUTOPWHT

6onbwown cetn yctponcts Dionis DPS 3HauntenbHoO

ynpouwaeT npouenypbl KOH(I)I/IrypI/IpOBaHVIFI

N o6HapykeHna Npobnem B paboTe ceTw.
Ncnonb3oBaHue Dionis-SMP 3HauuTenbHO CHWXKAeT BpeMeHHble 3aTpaTbl B yrpaBieHuu
NHPPACTPYKTYpPOI ceTeBOM 6€30MaCHOCTY, U KaK C/ieiCTBNE — COBOKYTMHYIO CTOUMOCTb BrlafeHusA
CUCTEMbI, YBENNYMBAET CKOPOCTb pearnpoBaHWA W YCTPAHEHMA MNOCNeACTBUA WHLUMAEHTOB,
NO3BONAET KOHTPONMPOBATb aAMMHUCTPATUBHBLIN JOCTYN WM ynpowaTb BHeApeHWe MONUTUK,
MCNonb3ya poneBoe agMUHUCTPpMpOBaHMe. PoneBoe agMMHUCTPUPOBaHME MNo3BonAeT

yCTaHaBAMBaTb OnpefesieHHble MoNb30BaTe/lbCKe MPUBUIErNN 1A yrNpasBifaeMblX AOMEHOB
nytem obbeanHeHna yCcTponcTs 1 areHToB Dionis DPS B He3aBuc/Mble ynpaBnisemble JOMEHbI.

Bbnarogapa nokanbHOMY XpPaHEHMIO KOHTeHTa OOHOBNEHNI 6€30MACHOCTH

MUHUMU3NPYETCA Bpemsa 06paboTKm 3anpoCcoB 1 yBENMUNBAETCA 06LLan
3almTa CeTu.

Dionis-SMP o6beauHseT B cebe 3 noacnucTembl:

nogcucTema ynpassieHNA CeTblo (HaCTpoMKa 1 ynpasneHne ceTeBoro
obopypnoBaHuA (kak Dionis DPS, Tak 1 cTOpOHHMMN), ynipaBneHue
KOHUrypaLmamm yCTPOCTB, OTOOpa)keHne TOMoNorim ceTu,
yCTpaHeHne HeNCnpaBHOCTEN, NonyyeHne n o6paboTka Noros);

noacncTeMa MOHUTOPWHIA (MOHUTOPUHF ceTeBOro obopyaosaHusa (SNMP)
n ceteoro Tpadpuka(Netflow), MoHUTOPUHT camoro Dionis-SMP (pecypcbl XocTa,

cepBUChbl, B,U,), yBeJOMJTIEHNA O HENCNPABHOCTAX, OoTyYeThl);

SIEM (MoHuTOpUHT B, oTobpaxkeHne cobbitui Nb, aHanntrka, oTueTbl,
yBeAOMJIEHUNA O KPUTUYHbIX COOBITUAX, Koppenauma cobbIThi).

Cneymdurauyma noctasnsaemoro MNAK Dionis-SMP

KonnuecTso BCTpoeHHbIx nHTepderncos (10/100/1000 Base-T) 8 KoHcTpyKTIB U 19"
Max konnuyectBo ceHcopoB B ceTu (IPS/IDS) 50 USB-nopThbl 2
Max KoOnMuyecTBO y3/10B B YNpPaBiIaemomn ceTn 100 Pasbem VGA Aa
KOHCObHbBIM NOPT na
OxnaxkgeHwe aKTUBHOE
HanpsaxxeHne nutaHuna, B 220
Brok nuTaHusA BCTPOEH
MowHocCTb, BT 250
Pasmepbl LLXBXT, mm 438x44x483
[nanasoH pabourx t, C ° 0..40
Macca, Kr 9
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DyHKUMOHaNbHble BO3MOKHOCTK Dionis-SMP

MoHutopuHr (SNMP, Netflow, cobbiTnin UB)

— OTobpakeHne JOCTYMHOCTU CETEBbIX YCTPOWCTB B peasibHOM BPEMEHN 1 CTaTUCTMKA
3a npegbiagyLine nepuoabl.

— OTobparkeHne cTaTyca y3/10B Ha TOMONOIN CETHU.

— [MonyueHne n otobpakeHne SNMP traps.

— OTOb6parkeHne 3arpy3Kkn MHTepPHEnCcoB y3noB.

— OTobparkeHne 3arpy3Kn NaMmATy, NPOLLeCcopa, AUCKOBOW NOACUCTEMDI Y3/1I0B M CAMOro
Dionis-SMP.

— OTobparkeHne CTaTUCTUKM MO TPadUKy B CETU.

— OTOb6parkeHne aTak B BUAE CNrcka C BO3MOXKHOCTbIO GunbTpaLmu.

— OTOb6parkeHne aTak B Buae rpadrika C BOSMOXXHOCTbIO GUIbTpaLni.

— BbiBOA peTanbHOM MHGOpMaUMK No aTake (aTakywowmin y3en, atakyemboin y3en, CVE, pcap).

— QopMnpoBaHMe yBeAOMIEHME aMUHUCTPATOPA 06 aTakax C 3alaHHbIMU KPUTEPUAMM.

— QopmMnpoBaHMe CBOAHOrO Aalbopaa MOHUTOPUHTA, €ro HAaCTPOKKa.

— B0o3MOXXHOCTb NOCTpoeHMA cOOCTBEHHDBIX Aal6OpA0B.

— QopMMpoBaHMe ONOBELLEHMI MO MOPOroBbiM 3HAYEHMAM Ha rpaduKax.

— QopMMpoBaHMe ONOBELLEHNI O HEAOCTYMHOCTM Y3/10B.

— MopmmpoBaHne onoselleHnn o DoS-atakax.

— OTOobparkeHne BO3MOXKHbIX PeakLUMii Ha 3aJaHne Pa3NYHbIX Peakuuin Ha pasnyHble
TUMbI COObLITUI 1 CpabaTbiBaHWE NPaBUST KOPPENALMN.

— OTOb6parkeHVe 1 pefakTMpPOBaHMeE CCKa NPaBW Koppenaunu.

MoHutopuHr (SNMP, Netflow, cobbiTnin Ub)

— QopmMnpoBaHMe oTyeTa 0 4OCTYNHOCTM CETEBOrO YCTPOWCTBA 3@ Mepuog, rpaduk 1 NPOLEHTHI.

— QopMuMpoBaHMe oTYeTa CO CMNCKOM M FpadUKOM aTak 3a Nepurog,.

— QopMMpoBaHMe OTYeTa CO CTAaTUCTMKOW aTak 3a Nepurog C PasNYHbIMU KPUTEPUAMM.

— QopmunpoBaHue oTyeTa C Hanbonee NONYNAPHBLIMU KaTEFOPUAMN YTPO3.

— QopMunpoBaHMe oTyeTa C TMNamMmu NHUWAEHTOB.

— QopmMunpoBaHue oTyeTa C Hanbonee NONyNAPHbLIMU LieNAMM aTak.

— QopmunpoBaHue oTyeTa C Hanbonee NONYNAPHbLIMUA KaTErOPUAMMN Yrpo3.

— [Mownck cobbITin ¢ nomoLbo GUILTPOB 1 FPYNNNPOBKa COOBLITUI B XXypHane cpeacTsa
O06HapYKEHNA BTOP>KEHNI HA Pa3INYHbIEe TUMbl COOLITUI 1 CpabaTbiBaHUE NPABU KOPPENALUN.
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YnpasneHune yctponcrtsamum Dionis DPS

O6wme pyHKUMN

— JlobaBneHune/n3meHeHne/yganeHne y3na, HaCTPONKM 4OCTYyNa 1 NoyYaeMbIX IOroB C y3na.

— OTobparkeHne cnN1cKa y3nos, FPynNnupoBKa Y3/0B.

— JKCNOPT/MMNOPT CrncKa Y3/0B.

— BkntoueHme n soiknoyeHne COB(IPS/IDS) Ha Dionis DPS

— 3arpy3ka npasun COB u Bbirpy3ska (nonyueHvie MHGopmMaLmm O 3arpy>KeHHbIX Ha y3en
npasunax).

— HacTtponka npasun COB, BBog nonb3oBaTenbckux npasun COB.

— Hactponku npnoputetos npaswun COB.

— JocTyn K )XypHanam pa6oTtbl COB.

— BO3MOXHOCTb NogKNoUMTbCA K ntobomy y3ny no SSH.

— PoneBoe ynpaBneHue goctynom K pyHKUUAM CUCTEMBI.

YnpasneHue cnuckamum goctyna (ACL, NAT)

— OTobparkeHne Ana Kaxkaoro y3na co3gaHHbix cnvckos ACL, NAT.

— Co3pgaHne v pefakTMpoBaHMe CNNCKOB, KOHTPOJSb CUHTaKCKca.

— OTobparkeHune Bcex MHTepderncos y3na.

— CKaHupoBaHue/npoBepKa OTKPbITbIX aApecoB/NOpPTOB.

— YnpaBneHue ceTeBbIMN 06bEKTaMM 1 FPYNNamMmn CETEBbIX OObEKTOB.

— YnpasneHne ACL npu nOMoLWM NOANTUK C UICNOJIb30BaHNEM CETEBbLIX 0OBEKTOB
NN rpynn ceTeBbIX 0O bEeKTOB.

TyHHenwu

— OTobparkeHne TYHHeNA K TYHHENbHbIX MHTepdencoB napor (napo y3nos) +
CBA3aHHbIE MAPLIPYTHI.

— Co3paHune TyHHenen tuna Ditun.

— AHanu3 n gobasneHne KOHPUrypauum TyHHenen Ha OCHOBE NonyyYeHHOM NHopMaLmnn
N3 KOHPUTypaLum C BO3MOXKHOCTbIO PeAaKTUPOBaHuA.

— OTobparkeHUs cyeTUMKa NakeToB, obbema nepegaHHoro Tpaduka.

— W3meHeHne HacTpoeK (1 Knouen) B nape 1 UHAMBUAYANbHO.

— BkntoyeHme 1 BbIKNtoUYeHMe TyHHeNnem NHANBUAYanbHO.

— OTobparkeHne Bcex MHTepdencoB 1 MapLLPyTOB y3na.

— OTOb6parkeHne coctoAHuA TyHHenen (keepalive).

— 3ameHa Homepa cepun AnA BcexX TYHHenemn y3nos.
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YnpasneHune yctponcrtsamum Dionis DPS

MeHepxep KOHGUrypaummn

— OTobparkeHne cnncka KOHGUrypawmi no CncKy y3nos C FPynnupoOBKON Y3/0B.

— OTobparkeHne nocneaHen 3arpy>KeHHoM KoHoUrypaumm ysna.

— XpaHeHune KoHbUrypaLumi y3noB (MCTOpUM U3MEHEHUI KOHPUrypayun).

— PepakTnpoBaHue KoHbMrypaumm y3nos.

— [MonyyeHne KoHPUrypauum no pacnmcaHmio Ana Kakgoro ysna.

— CpaBHeHue ABYX KOHPUrypaumin B UICTOPUN OZHOIO y3/1a 1 MeXAY ABYMSA y3amu.

— OTobparkeHne N3MeHEHUN NPY CPAaBHEHNN KOHGUTYpaLUIA Y3/10B.

— QopMurpoBaHMe yBeJOMIIEHNA O HAXOXAEHMN PA3NYMA NONYYEHHOW KOHbUIypaumm
C 3TaJIOHHON KOHUrypaumen.

— OTnpaBKa, NpyMeHeHne KoHbUrypaumm startup-config Ha y3ne c nepesarpysKoi.

— be3onacHoe npuMeHeHne KOHPUIypaLum C aBTOMaTUYECKM OTKaTOM Npu npobnemax.

CKpunTbl

— OTobpakeHne 1 pegakTUpOBaHMe NePeEMEHHbIX U LWAGNOHOB NeEPEMEHHbIX MO CMINCKY Y3/10B.
— OTOb6parkeHne CncKa CKPUNTOB.
— BbINnonHeHne cKpnnNToB Ha YCTPOMCTBE UKW rpyrnne yCTPOWUCTB.

Monntnkn

— 3aflaHue ceTeBbIX 0OBbEKTOB, FPYNMbl CETEBbIX 0ObEKTOB, CEPBUCOB.

— MopMupoBaHMe MNOANTMK C UCMONb30BaAHNEM NEPEMEHHDIX, LLAGNIOHOB NEPEMEHHbIX,
ceTeBbIX 06 bEKTOB, rPYMMbl CETEBbIX OOBEKTOB, CEPBICOB.

— lNprMeHeHne co3aaHHbIX MOMNTUK Ha Y3Max.

Tononorua cetu

— OTob6paxeHne pe3ynbTaToB CKAaHNPOBAHMA CETN Ha CXeMe CeTU.
— OTobparkeHune cTaTyca yCTPONCTBA Ha CXeme CeTH.

— BO3MOXHOCTb BbINOMHWUTbL CKPUMT HA YCTPOMCTBE Ha CXeme CeTH.
— PepakTnpoBaHue cxembl ceTu.

— Ob6beanHeHne HECKONbKIMX CXEM CETU B OfHY.
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YnpasneHune yctponcrtsamum Dionis DPS

KypHarnbl

— LleHTpanu3oBaHHbIN c6op »KypHanos. (syslog) c y3nos.

— JlonroBpemMeHHoe XpaHeH e XXypHasoB.

— CNunCOK XypHAanoB A5 NonyyYeHus.

— 3apaHuve nepuopa XpaHeHUsA »KypHasnos.

— [Monck n unbTpaumna No xypHanam.

— Co3gaHwne npaBu KOppenaALmMmn No KnioYveBbiM CSI0BaM, HaMAEHHbIM B XypHanax.

Dionis SMP ¢yHKumoHunpyet nog ynpasneHnem OC Astra Linux
1.5, 1.6 n Debian Linux 9.8.

MimeeTcAa BO3MOXHOCTb Pa3BepPTbIBaHNA U GYHKLMOHNPOBAHUA B CUCTEME BUPTYanun3aLmm Kak
virtual appliance, a Takxe BO3MO>KHOCTb pa3BepTbiBaHNA N GYHKUMOHNPOBaHUA B Buae Docker-
KOHTENHepOoB.

MwuHumanbHOM 0bnacTblo AeNCTBUA ABNAETCA JIOKanbHaA CeTb, pa3BepHyTaa Ha Dionis DPS (puc. 1).
Dionis DPS nogkniouatotca K Dionis-SMP, ganee ¢ nomoubio Hero NpoBOAUTCA MOHUTOPUHT U
yrnpaBneHne BceMn napameTpamu paboTtbl Dionis DPS, obHapyXeHue BTOpPXKeHUA U cbop
nHdopmaumn no paborte cetn. B cucteme Dionis-SMP ecTb BO3MOXKHOCTb FOPU3OHTANIbHOrO
MacwTabnpoBaHNsa N 0O6bEANHEHUA KOMMIEKCOB B Mepapxuio C nepepavernt onpepeneHHbIX
COOBLITUIN Ha BbILLECTOALLNE YPOBHN MEePAPXUN 1 Nepegadernt KoHGUrypaumii n npasun oOHapyXeHns
BTOPXKEHNIN Ha HUXKenexalue npasuia nepapxmm, 4To no3BondeT CTPOUTb CUCTEMbl YNpaBieHus
NHPOPMaLMOHHON 6e30MacHOCTbIO MPOK3BOSILHOIO MacluTaba.
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Dionis-SMP
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Web back-end
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