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1 BE3OITACHBIM MHTEPHET

111 deMmunntapmusoBaHHasa 30Ha

OM3 — cermeHT ceTu, coaepxawuii oblLefOCTYMHble
CEepBUCHI, KOTOpble OTAEeNeHbl OT YaCTHbIX CErMeHTOB
ceTu.

B kauecTBe 06LL,EeA0CTYNHOIO CEPBMCA MOXKET BbICTYMATh,
Hanpumep, Beb cepsuc (obecneuynBarolLMii ero cepeep),
KOTOPbIA (U3MYECKM pa3MelLeH B JIOKaJbHOW ceTu
(MHTpaHeT).

CepBep L0/1KEH OTBEYATb Ha JIt0Oble 3anpPOoChl U3 BHELLIHEN
cetn (MHTepHeT), Npu 3TOM Apyrue oKasibHble pecypchl
(Hanpumep, dannoBble cepBepbl, paboune CcTaHLUK)
HeobX04MMO M30/1MPOBATb OT BHELLIHEro A0CTyna.

Uen, AM3 — pnobaBuTb [AOMNOMHUTENbHBLIA YPOBEHb
6e30MacHOCTU, KOTOPbIA MO3BOAUT MUHUMU3UPOBATH
yluLepb B cnyyae aTaky Ha OAUH U3 06OLLEAOCTYMHbIX
CEepPBUCOB: BHELWHWUIMA 3J/IOYMbIWIEHHUK MMeeT MpAMOWN
LOCTYN TOJIbKO K 060opyoBaHuio B M3.

12 KoHTponb NocelLaeMoCcTy pecypcoB

Ona peanusauum paHHONM 3a4a4uM UCNONb3yeTca cnyxba
Proxy server — cnyxba, no3sondwolLas KJneHTam
BbIMOJIHATL KOCBEHHbIE 3amnpochl K JAPYrMM CeTEeBbIM
cnyxbam.

CHayana KAMeHT MOAK/YaeTCa K MPOKCU cepBepy MU
3anpawmneaeT Kakon nubo pecypc (Hanpumep,
http://factor-ts.ru), pacnosioXeHHbIW Ha APYrom
cepBepe. 3aTeM MpPOKCKM cepeep NNMbO nopgkovaeTca K
yKa3zaHHOMY CepBepy M MOJiydyaeT pecypc y Hero, nbo
BO3BpalllaeT pecypc M3 cobcTBeHHOro Kewwa (B cayyaax
eC/IM NPOKCU UMeeT CBOW Kell).

lMpokcn cepBep MNO3BOJISET BECTU 3aAMUCK 0bo Bcex
3anpocax, npoxogAwnx 4Yyepe3s Hero, a TaKXe MOXeT
pa6OTaTb B MNpPO3payHOM pexunmme, 4YTO obecneunBaeT
AHOHWUMHOCTb KOHTpPONA.

+7 (495) 644 3130 | www.dps.factor-ts.ru
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13 MexceTeBoe 3KpaHMpPOBaHUE

MAK Dionis DPS obecneunBaeT 6e30nacHOCTb CeTU U
NO3BOJISET YNPaABAATb NPOXOXAeHNeM Tpadurka yepes WnTepHer
MHTepdelcbl MaplpyTusaTopa, obecneyumBas
GurAbTPaLMIO NPUHUMAEMbBIX U NMepeaaBaeMblX MaKeTOB

DunbTp

MCXOALLMIH

No pas3/InYHbIM KpuUTepusam (agpecam OTMpaBUTeNs U
nonyyaTtens, MNPOTOKO/JAM, HOMepaM TOPTOB,
CoLepXXMMOMY MakeTa).

MpaBuna dunbTpaumm obbeaunHsoTcs B IP-cnucku
KOHTpons poctyna (ip access-list). Cnuckn KoHTpons
AOCTyna MoryT OblTb NPUMEHEeHbl K KOHKPETHbIM
NUHTepdencam C yueTom HanpasaeHus Tpacduka.

MeceTeBoe akpaHMpoBaHue

14 CucteMa obHapyXeHuUs U NpeaoTBpaLLeHuns
aTak

CucTtema obHapyXeHUa U NpefoTBPaLLEHUS BTOPXKEHUN
(IDS/IPS) BxoauT B coctaB u3pgenun Dionis DPS, Ho
NINLLEH3NPYETCA OTAENbHO. DTO CUCTeMa CeTeBOMU
6e3onacHoCTU, obGHapyKuBalWaa BTOPKEHUA WU
HapyweHns 6e30MacHOCTU U aBTOMATUYECKMU
3almuarow,as ot HuX.

Cuctemsbl IPS MOXHO paccmaTpuBaTh Kak paclinpeHune
cucTem obHapyxeHus sTopxeHun (IDS), Tak kak 3agadva
OTC/IeXXMBAHMA aTakK oOCTaeTcs oAuHakoBoW. OpHako

OHU oTnnyarTca TeM, yto IPS ponxHa oTcnexuBaTb
aKTUBHOCTb B peasbHOM BpeMeHU U bbICTPO
peanun3oBbiBaTb AEWCTBUSA MO NPeAoTBPALLEHMIO aTaK.

Bo3MoOXHble peakunm co CTOPOHbLI IPS: 6J'IOKVI|Z)OBKa

Monb3oBatenu

NOTOKOB Tpaq)vu(a B CeTwu, c6poc COED,VIHEHI/IVI, BblAa4a

CUrHasoB onepaTtopy. Takxe IPS MOryt BbIMOAHATb

Cuctema oBHapyeHWA U NPeAoTBPALLEHWA aTaK

pgedparMeHTaumnio MakeToB, MepeynopafoyMBaHue
naketoB TCP ans 3awmTbl OT NAaKeTOB C U3MEHEHHbIMM
SEQ n ACK HoMepamu.

m DRKTOPTLD +7 (495) 644 3130 | www.dps.factor-ts.ru



115 CoKpbiTUe aapecHOro NpoCTpaHCTBa
KOpNopaTUBHOWN CeTU

Moppepxka TexHonorunm NAT/PAT nossonsetr
CKPbIBATb BHYTPEHHIOI CTPYKTYPY 3aLLMLLAEMbIX
CerMeHTOB CeTuU npu rnepepavye OTKPbLITOro MU
3aKkpbiTOoro Tpaduka.

COKpbITUE BHYTPEHHEN CTPYKTYPbI 3aLiMLLAEMON
CeTU OCyLLecTBAsfeTCA NyTeM npeobpa3oBaHus
IP-appecoB BHYTpeHHel ceTn ((DUKTUBHLIX
agpecoB) B agpec (-a) BHeWHen ceTu (peasibHble
agpeca) — pAna WUCXOAAWMX AaTarpamm
(TPaAH3UTHbLIX NAKETOB).

Cepeepbl  Monb3osaTtenu

3almLLe HHBIA CETMEHT CeTH

________________________________

- BHyTpeHHuH IP-agpec #1
- BHYTpeHHuiA IP-appec #2
l—i P - IP-appec npeobpa3soBaHus

CoKpbITHE apecHOro NPOCTPaHCTBa KOPNOPaTUBHOMW CeTK

2 OBBEIUHEHUE ®UJIMAJIOB KOMITAHNUHA B EJJMHVYIO
SAIMUIIEHHYO CETH ITEPEJAYN JAHHBIX

Ona obbeauHeHUs GUAMANOB KOMMAHUKU B
eINHYI0 3alNLLEeHHY0 ceTb npumeHatoTca VPN-
TyHHenun (FOCT). Ons nocTpoeHwus
reorpacduyeckn pacnpeneneHHonm ceTu
opraHu3auuMm MOXeT WCNOoNAb30BaThCA Kak
acMMMeTpMyHaA Knyepas cxema C
BO3MOXHOCTbIO WMHTErpauum B CYLLECTBYIOLLYIO
cetb (IpSec), Tak M acMMMeTpuyHas Kar4yepas
cxema (DiSec)..

TpaHcnopTHas
cpeaa

Monbsosatenu

! 3awuuaeman ceTb #3

ObveguHeHWe GUNMaNoB KOMNaHWK B
SAWHYIO 3aLUMILEHHYIO CETb NepPeaayk AaHHbIX

+7 (495) 644 3130 | www.dps.factor-ts.ru I ODRKTOPTL




3 BE3OITACHBIN JOCTYII VIAJEHHBIX ITOJb30BATEJIEN
K YCIIYTAM

ObecneyeHne 6e30MacHOro Ao0CTyna yAaldeHHbIX

nosib3oBaTesien peann3oBaHoO Mo npoTokonaM DiSec,
IpSec, OpenVPN.

CneuunanbHoe nporpamMMmHoe obecneyeHune DiSec,
paboTawliee Ha nnatdopmax Windows 7, 8, 8.1,
npegHa3HadyeHo Ans obecnevyeHus Kpuntorpaduyeckon

DiSec

3aWUTbl AAHHbIX, NepegaBaeMblX MO OTKPbITbIM KaHalam
CBA3M C MCNosb30oBaHMeM cTeka npoTtokonoB TCP/IP, a
Takxe Ansa obecneyeHus A[oOCTyna YZAaleHHbIX
nosib30BaTeNIen K pecypcaM ceTu, 3awuieHHbIM Dionis
DPS.

B MO DiSec peann3oBaHbl ABa MPOTOKONA 3aLUTHI

_________________

AAaHHbIX, 4YTO obecneumaeT rubkui noaxomd K

peanu3aLmm 3aWwnThl.
Moppepxunpaemble npoTokonbl: npotokon IKE Bepcun 1
(RFC2407-2409) n ESP (RFC4303), c ncnonb3oBaHneM

poccurickux kpuntoanroputmor NOCT 28147-89, TOCT ; CepnepBﬂ CepsepFTP
P 34.10-2001, TOCT P 34.10-2012, TOCT P 34.11-94, | Swpuewwwiicomenrcem
FTOCTP34.11-2012.

BesonacHblil 4OCTYN yAaNeHHbIX NONb30BaTENEN K YCaYyram

4 TIOBBIIIEHUE HAJAEXHOCTU JOCTVYIIA K YCIIYTAM

4  HenpepbiBHbIN AOCTYN

Ona obecrneyeHns HaAeXHOCTU B [OaHHOMN
peanuMsaumn MNpUMeHseTCs CeTeBOW MPOTOKOJI
VRRP, npepHa3HayeHHbI A[N8 YBeJAUYEHUS

,EI.OCTyI'IHOCTVI/HB.ﬂ.E)KHOCTVI MapLwpyTn3aTopos,
BbIMOJTHAKOWMNX POJIb WJIKO3a NO YMOJIYaHUIO. 10
LOoCTuraeTca nyrtem O6'be,£I.VIHEHVIiI rpynnbl

MaplwpyTM3aTOPOB B OAWH BUPTYaNbHbIN
MapLIpyTU3aToOp U Ha3HayeHus UM obuiero IP-
agpeca, KOTOpbI U ByaeT UCMOo/b30BaTbCA Kak

®

cetm. g %@

Cepsepbl MonbzoBatenn

W3 MO YMONYAaHUIO AN1d BCEX KOMMbHOTEPOB B

- dKTUBHAA NUHUA CBA3K

- NaccMBHaA NMHWUA CBA3KU

HenpepblBHbIA goCTYN

m DRKTOPTLD +7 (495) 644 3130 | www.dps.factor-ts.ru



OTKA30yCTOMYMBLIN KnacTep

Knactep — 0TKa30ycTonWuyMBOe pelleHne ans
MOCTOSAHHOrO A0CTyna K ycayram. [ns peweHus
AAHHOW 3a4a4M UCNOJIb3YIOTCS ABa OAMHAKOBbIX
MapLpyTusaTopa Dionis DPS. B kaxabli MOMeHT
BPEMEHWN aKTUBEH TOJIbKO OAMH U3 HUX (master).
BTopon HaxoauTca B pe3epse (slave). B cnyuyae
BbIXO4a M3 CTPOSA OCHOBHOIMO MapLlipyTulaTopa
(master) Bce GYHKLUM OCHOBHOTO
MaplpyTu3aTopa Bo3bMeT Ha cebs slave. Kak
TONIbKO master BO306HOBUT paboTy, slave
nepevpeTr B pPexXuM oOXupaHua. Takxe
mapuwpyTtusatopsl Dionis DPS nopaepxupatoT
npoTtokon VRRP.

Pe3epBupoBaHue KaHanoB

Pe3epBupoBaHue KaHaloOB CBA3M — 23TO
fobaBneHve [ONOMHUTENbHBIX (M3ObITOUHBIX)
JINHUA CBA3M C LLe/Ibo M36aB/ieHUs OT Y3KMX MECT,
TO €eCTb €eAMHCTBEHHbIX KaHa/NOB Mepepayu
OaHHbIX, OT pPaboTOCNOCOBHOCTM KOTOPbIX
3aBUCUT DYHKLMOHMpOBaHMe ceTu. B Dionis DPS
peanM3oBaHO HECKONbKO BapuMaHTOB
pe3epBMPOBAHUA KAHANOB: MPWU MNOMOLLU
NPOTOKOJIOB AMHAMUYECKOW MapLipyTusaLmnm
(RIP, OSPF, BGP) wvnu npu nomouwmu
MapLlpyTusaumm Ha ocHoBe nonutmk (PBR) ¢

KOHTPOJ1IEM COCTOAHNA MapLUpyTa.

+7 (495) 644 3130 | www.dps.factor-ts.ru
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i Cepsepbl Monb3osaTenu i

— = AKTUBHAA TUHUA CBA3U

- NaccMBHaA NMHUA CBA3K

OTKa30yCTOMYMBBLINM KnacTep

Cepsepbl Monb3osatenu

— - OCHOBHOW KaHa/n CBA3M

I — pESEPBHbIﬁ KaHan cBA3n

PesepsuposaHue KaHanos

I I MDAKTOPTEC




4 Pe3epBMpOBaHWE IMHKOB UK

COeAVHUTENbHbIX IUHUN @ Q @

KomnnekcHoe peweHne. [ocTuraerca nyTem e o
KackaZupoBaHUA W AybAMPOBAHUA KaXKAO0ro
YPOBHA Ce€TU C MOCTpoeHueM (U3NYECKUX U
Norvnyeckux naAybnupywowmux cBa3en, prTergss
Tpebylouwmnx CKOOPAUHUPOBAHHOW HACTPOWKU
MapuwpyTtusatopos Dionis DPS, ynpaBnsembix
KOMMYTAaTOPOB M MApWpPyTM3aTOpOB
npoeangepa.

PEBCDBMDOBEHME NWUHKOB WK CoeUHMUTENIbHbBIX NUHWIA

Cepsmcsl

I[NPEAJOCTABJIEHUE YCIIYI C TAPAHTUPOBAHHBIM
KAYECTBOM

5 banaHCcUpoBKa Harpysku

MeTon pacnpepeneHus Tpaduka Mexnay
HECKONbKUMU CeTeBbIMU YCTPOWCTBAMMU WnTepHer
(HanpuMep, npoBaMpepamMu) C LeNbI
onTUMM3aALUM WNCNONb30BAHNA PECYypCoB,
COKpalleHns BpeMeHU 0b6CnyXnBaHUA 3anpocos,
ropu3oHTa/IbHOrO MacwTabupoBaHusa knactepa
(AvMHamunyeckoe pobaBneHue/ymaneHue
YCTPOWCTB), a Takxe obecneyeHus
0TKA30yCTONYNBOCTU (pe3epBUPOBAHUSA).

- NUHKUA cBA3K H1
- NUHUA cBA3K #2

— = [IWHUA CBA3U #3

BanaHcUpOBKa Harpy3ku

m DRKTOPTLD +7 (495) 644 3130 | www.dps.factor-ts.ru



BolaeneHne nonocbl NponyckaHuA
Nnos1b30BaTeJHo

JaHHas 3aga4a BO3HUKAET NpU HEOBXOANMOCTH
obecneyeHns KOMMbIOTEPY WU CepPBUCY B
JIOKa/JIbHOM CeTW rapaHTUPOBAHHOW CKOPOCTM
paboTbl B WHTepHeTe. PewuTb Takyl 3aaady
NOMoraeT TexHOJIoOrus YynpaB/iieHUa TMoJIoCow
nponyckaHusa, MoO3BOAAOWAA pacnpenensaTb
pecypcbl KaHana Ha OCHOBE HECKOJbKUX
napamMeTpoB, B TOM uucie IP-appeca Bawero
KomnbloTepa. MexaHM3M [aeT BO3MOXHOCTb
3ape3epBUpPOBaTbL rApPaHTUPOBAHHYIO MOJOCY
NponyckaHma Ans KaXAOro KoMmmnbloTepa u
cepBuCa B NOKaNIbHOW CETU.

Mpnoputmsauns

PeanunszoBaHHbii B Dionis DPS MexaHuU3M
npuopuTM3aunm Tpacdhuka no3sosseT obecneynTs
KauyecTBO ObGCHAYXMBAHUA Ha OCHOBE
pacnpeneneHns pecypcoB B aape cetu U
onpefeneHHbIX KnaccudukaTopoB, a Takxke
OFrPpaHUWYEeHUN HA rpaHuUuLe cCceTHu,
KOMBMHMpPYEMbIX C Lefbld MNpenocTaBaeHns
TpebyeMoro KayecTsa ycnyr.

B 3TO Mopenu BBOAUTCSA pasgeneHune Tpaduka
no kKnaccam, pAns Kaxporo u3 KOTOPbIX
onpepenseTca cBon ypoeeHb QoS. QoS cocTtout
M3 ynpasieHuna dopMmmnposaHmeMm Tpaduka
(knaccudurkaums nakeToB) W ynpaBseHUs
NoAMTUKOW (pacnpepeneHne pecypcos,
MAapKMPOBKA, YMpaB/ieHWe WHTEHCUBHOCTbIO).
LaHHbBIN MexaHU3M saABnaeTcs Haubonee
noaxXoAAlULMM NPUMEPOM «YMHOTO» YMpaBaeHus

npunoputeToM Tpadmka.

+7 (495) 644 3130 | www.dps.factor-ts.ru
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6 3AIIUTA BECIIPOBOJHBIX CETEU

6  VPN-TyHHenu yepe3 WiFi n 3G

C nomouwsblo nporpammel DiSec BO3MOXHO

3allnmueHHoe noAkKaw4vyeHne KJIIMEHTOB (( )>M%

DiSec

becnposoaHon cetn (Wi-Fi, 3G) K BblgeneHHbIM
cerMeHTaM 3awuuLaeMon cetn (NoAKIYeHUe K
Dionis DPS) ¢ BO3MOXHOCTblO pa3rpaHUYyeHuns
npae focTyna.

<b XXX%

3alMLLEHHDBIA CETMEHT ceTh

3awmTa GecnpoBoOgHbIX ceTEN

7 PAHXUPOBAHUWE CETEU

PasrpaHuyeHue ceTe Ha KaHa/IbHOM
YpOBHe 6€e3 n3MeHeHUs NPOCTPAHCTBA

CywecTtByeT BO3MOXHOCTb ObbeAMHEHUA Ha %
KaHa/IbHOM YPOBHE CerMeHTOB JIOKa/bHbIX CeTel

A o e

B € AMHYIO CE€Tb, KaK B PpaMKaX JIOKaJIbHOIO od)vlca,
TaKn onayaaneHHbIX Od)I/ICOB 1 aboHeHTOB.

9
(=4

_______________________________

ObbveguHeHWe ceTeil Ha KaHanbHOM ypoBHe Bes
W3MEHEHWA a4pPecHOro NPOCTPAHCTBA

m DRKTOPTLD +7 (495) 644 3130 | www.dps.factor-ts.ru



Pa3zpeneHue ceten Ha puU3nyeckom
YPOBHEe C orpaHuyeHnem

PazpeneHne cetelhi Ha (uU3MYECKOM YPOBHe
(Hanpumep, nNoacucTemMaMu pPa3aUYHbIX
noapasaeneHui npeanpuaTus).

Dionis DPS no3BonseT pa3fensaTb CETU pasHbiX
noapasfieneHNn Ha YPOBHE CeTeBbIX
MHTepcdelcoB, 4YTO JaeT BO3MOXHOCTH
avddepeHULMPOBAHHOIO ynpaBaeHUA
npagunamu 6e30MacHOCTM LSS KAXAOTO
CermMeHTa ceTw.

Pazpenenue ceTen B 3aBUCUMOCTU
OT NMPUHaAANEXHOCTNU
PazpgeneHune goctyna mexay MHMOPMALLMOHHBIMU

noacncremMamMmim B paMkax ogHoOro cermeHTa ceTu.

Dionis DPS obecneuymBaeT He3aBUCUMMOE
ynpaBneHue BCeMU MUHGPOPMALMOHHBLIMU

noacncreMamMim Ha MexxcetTeBoM ypoOBHe.

CepeepHan dpepma

Paspgenenne ceteid Ha dU3MYECKOM YpPOBHE C

OrpaHU4eHuem

VLAN TRUNK

VLAN #100; 7208 £300

e
o8

Vian #200

BugeokoHdepeHLma

Pasgenenue cetei

B 3aBMCMMOCTH OT NPUHAONEMHOCTH

+7 (495) 644 3130 | www.dps.factor-ts.ru
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BbICTPOE OBHAPYXEHUE CBOEB CETHU

MOHUTOPUHI-SNMP

Mpu wncnonb3oBaHumMm npoTtokona SNMP
MeHexepa Ha AAMUHUCTPATUBHOM KOMMblOTEpe
BbIMOJIHAETCA OTC/EXUBAHUE WIN YynpaBieHue
rpymnnown XoCTOB UAN YCTPONCTB B KOMMbIOTEPHOM
cetn. Ha Dionis DPS ecTb NOCTOAHHO 3anyL,eHHasn
nporpamma, HasblBaeMas «areHTOM», KoTopas
yepe3s3 SNMP nepepaet umHboOpMauuko
MeHeaepy. Ha ocHoBaHUM 3Tol MHGopMaLLMK
MOXHO OTC/IeXMBaTb PaboTOCNOCOOHOCTL BCEl
CUCTEMDI.

&

m DAKTOPTEC

MOHUTOPUHI-Syslog

Syslog — cnyxba ons nepegaym BCexX CUCTEMHbIX
cobbITU 06 ynpasneHuu n paboTte Dionis DPS.

SN&P meHepgxKep

- SNMP obmen

<+—>

MoHuTopHHr - SNMP

Syslog cepeep

<------- - MepeAaya )ypHanos
afpe—

MoHuTOpUHT - Syslog

+7 (495) 644 3130 | www.dps.factor-ts.ru



9 AHAJIN3 1 KOHTPOJIb

a BcTpoeHHble cpeacTBa TeCTUPOBAHUA

KaHa/10B CBA3U NetPerf unu Iperf

cepeep
Cnyx6bl NetPerf u Iperf B cucteme Dionis DPS

MO3BONAOT MOSYYUTb MFTHOBEHHYIO MHGMOPMAaLUIO
0 NPOMYCKHOMN CNOCOBHOCTM CeTH.

Wurepher

MoToK AaHHbIX

Pesynerar recta

NetPerf unu Iperf
KAWUEeHT

BcTpoeHHble cpeacTBa TECTMPOBAHWA KaHANOB CBA3U

®  [lepepaya CTaTUCTUKK TpadurKa Ha KONNEKTOP

MpoTtokon Netflow, noppepxusaembinn Dionis

DPS, npeaHa3HauyeH An4 yyeTa U NocienyoLLero
aHanu3a ceTeBoro Tpaduka Ha YpOBHe CeaHCOB,

OH AenaeT 3annch 0 Kaxaon TpaHsakuum TCP/IP.

—

NetFlow konnexkrop

«------- - nepegaya AaHHbIX
<4+

Mepenaya cTaTUCTUKK TpadUKa Ha KOANEKTOP

+7 (495) 644 3130 | www.dps.factor-ts.ru I ODRKTOPTL
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