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m MAKTOR TG

O KoMMaHnm

Komnanusa «®aktop-TC», opraHnsoBaHHas B 1992 rogy, cneumannsmpyetca Ha pa3paboTke, NPOM3BOACTBE,
BHELPEHWN 1 CONPOBOXAEHMM NPOrPaMMHbIX M anmnapaTtHbIX CPEACTB 3alUnTbl MHGOPMaLMM MO TOProBON MapKon
DIONIS. KomnaHua npesnaraeT 3aka3yukam peleHns Mo opraHv3aumy  3awyileHHbIX MHPOPMaLMOHHO-
TenekoOMMYyHUKaLUMOHHbIX cuctem (UTC).

TexHWYeckne peLlleHns KOMMaHWy NO3BOAAKT 3aMeLLLaTb MMMOPTHbIE aHaNOMM B KPUTUUYECKMN BaxKHbIX AN
6e30MacHOCTH CTpaHbl CErMeHTax HalMOHaNbHON MHPOPMALIMOHHOW CTPYKTYPSbI.

N3pgenva npowsBoactBa KomnaHun  «®aktop-TC»  (MapLupyT13aTopbl,  KPUATOMapLUpyT13aTopsl,
MeXCeTeBble IKPaHbl, KIMEHTCKME CPEACTBA 3aLMThl U Ap.) CepTUduLIMpoBaHbl No TpebosaHuam OCTIK Poccum m
®Ch Poccunm no caMbiM BbICOKMM YPOBHAM 3aLUMLLEHHOCTM U UCMONBb3YHOTCA A8 OpraHm3alumm 6e3onacHoro
nHbOopMaLMOHHOro obMeHa B MUHUCTEPCTBAX M BEAOMCTBaX CMaoBoro 6aoka Poccun, a Takke B FOCyAapCTBEHHOM
ayme, banke Poccmn, MuHmncTepcTBe akoHOMMYeckoro pa3sutuna PO (Pocpeectpe), MuHncTepcTBe TpyAda v
coumanbHom 3awmTbl PO, ®esepanbHON TaMOXEHHON Cyxbe, pervoHanbHbIX nogpassenermsax PegepanbHoro
Ka3zHauencTBa, afMUHUCTpaLMsAX Lenoro psaga cybbektoB Poccuniickonn ®esepaumm, CoepbaHke Poccum n B Apyrnx
roCyAapCTBEHHbIX OpraHn3aumax.
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n [TAK Dionis DPS

MAK Dionis DPS - UTM-peweHue, ceptndmumpoaHHoe OCEb n GCTIK Poccunm

MAK Dionis DPS — 370 coBpemeHHoe UTM-peluermne ana poccuinckoro poiHka IT. IMAK Dionis DPS BeinonHaeT
GYHKLMM MapLUpyTU3aTOpa 1 MEXCETEBOrO 3KPaHa, a Takxke MMeeT B CBOEM COCTaBe CPeACTBa KpunTorpaduyeckon
3awmtbl nHpopmaummn (CK3N). JaHHbIM GyHKLMOHAN NO3BOAAET pellaTh 3ajadn PasHOM CTENEHN CAOXHOCTU: OT
npeAocTaBneHna 6e3onacHoro 4ocTyna B VIHTEpHET COTpYAHVKaM OpraHn3aLmm 40 00beArHEHNA MHOXECTBa
dunnnanos NpeanpuATAA B eAMHYHO 3aLLMLLEHHYHO CETb C CUCTEMOM OBHapPYXXeHWA U NPeAOTBPALLEHNA BTOPXKEHWNA.

MpuknagHoe nporpaMMHoe obecneuyeHne NPOM3BOACTBA KomnaHuu «®PakTop-TC» B coyeTaHUM C

mMapLpyTnsatopom Dionis DPS no3sonseT BHeAPATb KOMMAEKCHbIE pelleHna Ans Bcein IT-nHppacTpyKTypebl
3aKasuuka.

[MTAK Dionis DPS BkaroyaeT B cebs:

" BbICOKOMPON3BOAUTENbHBIV i KpvnTtownto3 ans
MapLupyTH3aTop VPN 3alWTbl Nepesavn AaHHbIX
) ®Ch KC1,KC3
- CepTndunLmMpoBaHHbIN PROXY, DHCP NTP-cepsep,
- MeXCeTeBO 3KpaH M BanaHCMPOBLLMK Harpy3Kku
OCTIK UT.M2.A4.1M3 c noaaepxkor QoS

®CTIK UT.M3.44.M3

Cepsep yaaneHHoro
Cucremy obHapyxeHus 3alUMLLIEHHOrO A0CTyna
BTOp>XeHu IDS/IPS MOBU/IbHBIX aOOHEHTOB
OCTIK UT.COB.C4.M3

Obnactn npumeHenua MNMAK Dionis DPS

MAK Dionis DPS 3aLunuiaer: ~ [MAK Dionis DPS nozssonsiet
OpraHn3oBaTb:
- Nepesavy AaHHbIX Yepe3 — - reorpaduueckn pacnpeseneHHble
He3allMLLEeHHble CeTK OOLLEro i 3aLmileHHble VPN-cety;
NMo/SIb30BaHNS;
- 3aLUMLLEHHDBIV LIEHTP
- aBTOMATM3MPOBaHHbIE CUCTEMDbI 0bpaboTtkn gaHHbIx (LLOA);
yrpaBaeHUs TeEXHONOTNYECKNMM : g
npoueccamu; W - BbICOKOCKOPOCTHOW
M OTKA30yCTOMYMBbIN KaHan
- CUCTEMbI BMEOHabNOAEHS, wndposanma (TOCT) o 10 T6/c.

CUCTeMbl OpraHm3aumm 6e3onacHoOCTH
[LOPOXKHOIO ABUXEHWUS, CUCTEMB
«YMHBbIN rOpoay;

- BUAEOKOHPepeHUnn 1 TenedoHmto;

- NEPUMETP KOPMOpaTUBHON ceTn.

+7 (495) 644 3130 | www.dps.factor-ts.ru I ODRKTOPTL



[MAK Dionis DPS

OcHoBHble Bo3mMoxxHocTK MAK Dionis DPS

& CKOpOCTb MapLpyTU3aLum 40
100 '6/c Ha OAHOM YCTPOWCTBE

nossoaset ctpontsb LIOdbI €
MUHWMaNbHBIM KONNYECTBOM
MOrPaHUYHbIX MapLUPyTN3aTOPOB

& 3annch BCex COBLITUN B CETU U
OnoBeLleHne agMUHUCTPaTopa
MO3BOISET OMNEPATUBHO PearnpoBaTh Ha
CoObITMA B CETU

& Moaaepskka NPOTOKO/IOB
AVHAMNYeCKOM MapLpyTm3aLmm
(RIP BGP, OSPF) 1 mapLwpyTtr3auma
multicast Ha MaaaWNX Moaensx

NO3BOJIAKOT CTPOUTbL NOJIHOUEHHYHO
ceTb 6e3 CyLeCTBeHHbIX 3aTpaTt

& MporpaMMHO HeorpaHuyeHHoe
konmyectso VPN - TyHHenen (1o

4000). MacwrabupoBaHue cetn
6e3 NoKynKkn AOMONHUTENBHbIX
JVILLEH3UI

4

V4

V4

V4

Bce mozenn noaaepxmBaroT
OTKa30YCTOMUMBBIN KNacTep, YTo
[aeT BO3MOXHOCTb OpraHmn30BaTh
6e30TKa3HbIA JOCTYM K
KOpropaT1BHOM CeTn

Moanepxka nHtepdencos 1Ge, SFR

10Ge (SFP+),G.703 pna nHTerpaumm B cetu
C pa3HO0bpa3HbIMK GU3MUECKUMU
KaHanamu cBa3mn

BO3MOXHOCTb MCNONBL30BaHWA ABYX CXEM
pacnpeaeneHna Knrouen LnppoBaHus:
-cnmmeTpryHaa(Disec-TyHHeNn),
-HecummeTpuyHada(lpSec-TyHHenw)

EAVHBINA LIEHTP aHanM3a 1 ynpasaeHus
CUCTEMON OBHapyKeHNA 1 NpesoTBPaLLEeHMS
CeTeBbIX BTOPXKEHUI

[MAK Dionis DPS - poctyrnHoe pelleHume!

OcobeHHocTtn MAK Dionis DPS, cHuxatrowme 3atpartbl:

& MAaZLLIME MOAENN MOAAEPXKMBAOT NMOYUTK BeCb QYHKLIMOHaN CTaplimx Modener. Mozenu
OT/IMYArOTCA TOIbKO MPON3BOANTENBHOCTLIO U KONMYECTBOM CETEBbIX MOPTOB.
HeT HeobxoanMMOCTV NprobpeTaTh 601ee L0POryo BEPCUIO paan AOMONHUTENbHBIX

byHKUNI;

& MAK Dionis DPS He TpebyeT exerogHon Nokynkun AnMLeH3nm.

m DRKTOPTD +7 (495) 644 3130 | www.dps.factor-ts.ru
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MAK Dionis DPS-1000 Series (Moaesb 1003SD) n

Ha3HaueHne

MAK Dionis DPS-1003SD — 3T0 npov3BOAUTENBHOE U KOMMAKTHOE
peLleHyie , BbIMOJHEHHOE B YCWIEHHOM KOopryce ¢ pa3beMoM VGA Ha
60pTy. [MAK Dionis DPS-1003SD nogonaet Ans HeOOAbLIOrO OTAENEHNA
KOMMaHWM C NepcnekTvBamu AanbHeNLLEro pocTa Ymcaa paboumx MecT.
MAK Dionis DPS-1003SD noaaepxuBaeT npakTUyeckm BeCb
3asBAEHHbI QYHKLUMOHAN CTapLIMX MOAENEN, YTO NO3BONSET CTPOUTh
He TO/IbKO OTKa30yCTOMUMBbIE KNAaCcTepbl Ha MAAALLMX MOAENAX, HO U
MCNOAb30BaTb MX OLAHOBPEMEHHO KaK CepBepbl AOCTyMNa U AeTeKTOPbI
ceTeBblx aTak. Ha 6opTty MAK Dionis DPS-1003 SD ycTtaHOBAEHbI 3 MopTa
1000 Base-T, a Takxxe AOMOJHUTENBHO MOXHO YCTaHOBUTb MOAyAN Wi-Fi
nLTE.

CepTudukarsl

Ceptndukat ¢CE:
CK3W KC1,KC3

Ceptndpumkatr GCTIK:

NT.M3.A4.113, NT.COB.C4.113
NT.M2.44.M3

Cneundunkaums

(BO3MOXHOCTb KperieHma

KonnuectBo BCTPOEHHBIX MHTEPdElICOB 3 KoHCTpyKTWB  AECKTOM a3 DIN-peiiky)
max ckopocTb MapwpyTm3aumm (UDP 1500), MéuT/c 2800  USB-noptbl 4
max ckopocTb Wwudposanua (UDP 1500), Mbut/c 100  Pasbem VGA Aa
Ckopocrtb Firewall (1000 ACL)/IPS, Méut/c 1200/HepocTynHO  KOHCObHbIN MopT Het
Mmax KOANYEeCTBO KOHKYPEHTHbIX Ceccuin £0100 000 Twn kntoueBOro HocuTeNs USB
max Koanyectso IpSec-TyHHenen (FTOCT)* 10  OxnaxaeHue rnaccmBHoe
max koandectso Disec-TyHHenen (TOCT)* 10 Hanps>eHue nutanus, B 12
max KoinyecTso y3nos B JIBC* 20 bnok nutaHua BHELIHWM
max KOMYeCcTBO MHTepdeincos 3 MouwHocTs, Bt 30
* MaKkCMManbHOe 3HaueHwe, rapaHTUpYHoLLLEe 3aABAEHHbIE XapaKTepUCTUKM Pasmepo! LLXBXT, Mu 106x30x85
[vanasoH pabounx t, C ° -30..50
Mopaep>ka ceTeBbIX MHTEPHENCOB Macca, kr 0,41

10/100/1000 Base-T

KoHdurypaumm annapaTHom naatopmsl

1000 - Bcero
- LTE
Base-T WiEFi NHTepbECoB:
MAK Dionis DPS-1003SD (D-3E-Wi-Fi) 3 aa HeT
MAK Dionis DPS-1003SD (D-3E-LTE) 3 HeT aa

m DRKTOPTLC +7 (495) 644 3130 | www.dps.factor-ts.ru



[MAK Dionis DPS-1000 Series (moaenb 10035s)

Ha3HayeHne

MAK Dionis DPS 1003S — 3T0 npou3BOAUTENbHOE W KOMMAKTHOE B
peLleHre, BbINOJHEHHOE B YCUMIEHHOM Kopryce ¢ pa3bemom VGA Ha
6opty. MAK DPS 1003S noponaer and HebONbLWIOro oTAeNeHUs
KOMMaHWW C nepcnekTMBamMn AajbHEWLWero paclmpeHms ymucaa
paboumx mect. MMAK Dionis DPS cepun 1003S noppepxvsaert
NpakTUYeCcKn BecCb 3aABAEHHbIV QYHKLIMOHAN CTapLUMX MOAENEN, UTO R
MO3BOAET CTPOUTb He TOIbKO OTKa30yCTOMUMBbIE KacTePbl Ha CaMbiX [
MAAAWNX MOZENAX, HO M WCMONb30BaTb WX OLHOBPEMEHHO Kak > @
cepBepbl AOCTyNa 1 AeTeKTopbl ceTeBbix aTak. Ha 6opty MAK Dionis DPS £
1003S ycraHoBaeHbl 3 x 1000 Base-T nopra.
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CepTudpukarsl

Ceptndumkar ©CB:
CK31 KC1,KC3

Ceptndpumkar CTIK:

NT.M3.A4.M3, UT.COB.C4.INM3
NT.M>2.44.M3

Cneuoyikaus

(BO3MOXHOCTb KpenneHuma

KonmuectBo BCTPOEHHbIX MHTEpdENCOB 3 KOHCTPYKTMB  AECKTOM 3 DIN-peiiky)
max ckopocTb MapLpyTtuzaumm (UDP 1500), MéuTt/c 2800 USB-nopTbl 4
max ckopocTb wudposanHma (UDP 1500), Mbut/c 100 Pasbem VGA Aa
CkopocTb Firewall (1000 ACL)/IPS, MéuT/c 1200/HepocTynHO KoHconbHbI nopT HeT
max KOJNMYEeCTBO KOHKYPEHTHbIX Ceccui 40 100 000 Trn KNHOYEBOro HoCKTENA UsB
max koanuectso lpSec-TyHHenen (TOCT)* 10 OxnaxaeHue rnaccmBHoe
max koanuectso Disec-TyHHenen (FTOCT)* 10 HanpsxeHne nutaHus, B 12
max Koam4ecTso y3sios B JIBC* 20 Bnok nutaHus BHELLHWI
max KOJAMYEeCTBO MHTEPdENCoB 3 MotyHocTb, BT 30
* MakcMManbHoe 3Ha4eHWe, rapaHTrpyroLLee 3aaB/IeHHbIe XapakKTepUCTkn PaBMepbl LUXBXFI MM 1O6X3OX85
[vanasoH paboumx t, C ° -30..50
Moaaep>kka ceTeBbIxX NHTEPdECOB Macca, Kr 0,41

10/100/1000 Base-T

KoHdurypaumm annapaTtHom naatdopmsl

1000 SFP SFP+ Bcero
Base-T (1000 Base-SX/LX) (10G Base-SR/LR) NHTepdelcoB:
MAK Dionis DPS-1003S (D-3E) 3 HeT HeT 3

+7 (495) 644 3130 | www.dps.factor-ts.ru I ODRKTOPTL



MAK Dionis DPS-1000 Series (Mogenb 1004S)

Ha3HaueHne

MAK Dionis DPS-1004S — 370 KOMMakTHOe pelleHune, KOTopoe

npegHasHauyeHo Aas 3aliMTbl NepyvMeTpa ceT HebOo/bWOro oduca. — = }
KoHctpykts TAK Dionis DPS-1004S npesycmaTpuBaeT BapuaHT lmll-iiﬁﬁ O-,j

MOHTaxa B ctoriky 19”7 1U npu nomoLy cneLmanbHOro KpenaeHus.
MAK Dionis DPS-1004S noaaep>vBaeT NpakTUyecky BeCb 3a8BAEHHbIN
bYHKUMOHAN CTapLUVX MOZAeNen, YTo MO3BOAAET CTPOUTb He TObKO = wen,
OTKa30yCTOMYMBbIE KAACTePbl Ha MAaAWMX MOAEeNax, HO U

MCMOb30BaTb N3Aenda Takoro knacca OAHOBPEMEHHO Kak CepBepsbl
[AOCTyNa 1 feTekTopbl ceTeBblx aTak. Ha 6opTy MAK Dionis DPS-1004S

yctaHoBneHbl 4 nopta 1000 Base-T. wl..lliiiiﬁ 2 |

CepTudpukarsl
Ceptndumkar ©CB: Ceptndpumkar CTIK:
CK3W KC1,KC3 NT.M3.A4.M3, NT.COB.C4.IN3
NT.M3.44.M3
KonmuectBo BCTPOEHHbIX MHTEpdENCOB 4 KoHcTpykTnB AeckTon
max ckopocTb MapLpyTtuzaumm (UDP 1500), MéuTt/c 3800 USB-nopTsl 2
max ckopocTb wudposanHua (UDP 1500), Mbut/c 200 Pasbem VGA HeT
Ckopoctb Firewall (1000 ACL)/IPS, Mbut/c 10007140 KoHconbHbI nopT Ja
max KOJMYEeCTBO KOHKYPEHTHbIX Ceccui A0 500 000 Trn KNHOYEBOro HoCKTENA UsB
max koanuectso lpSec-TyHHenen (TOCT)* 5 OxnaxaeHue aKTMBHOE
max koaunuectso Disec-TyHHenen (FTOCT)* 5 HanpsxeHne nutaHus, B 12
max KoNn4ecTso y3a08 B JIBC* 10 bnok nutaHma BHELLHW
max KOJAMYEeCTBO MHTEPdENCOB 4 MolwHocTs, BT 30
* MakcMManbHoe 3Ha4eHWe, rapaHTrpyroLLee 3aaB/IeHHbIe XapakKTepUCTkn PaBMepbl LUXBXFI MM 165)(43)(105
[vana3oH paboumx t, C ° 0..40
Moaaep>kka ceTeBbIX NHTEPdECOB Macca, kr 0,65

10/100/1000 Base-T

KoHdurypaumm annapaTtHom naatdopmsl

1000 SFP SFP+ Bcero
Base-T (1000 Base-SX/LX) (10G Base-SR/LR) NHTepdelcosB:
MAK Dionis DPS-1004S (D-4E) 4 HeT HeT 4

0 orcrorr T



MAK Dionis DPS-2000 Series

Ha3sHaueHune

MAK Dionis DPS cepuun 2000 — pelueHne dopmata RM 19” 1U. OnTrmanbHoOe coueTaHme LieHbI, MPON3BOANTENBHOCTM U
HW3KOro 3HepronotpebneHna MnosBosndeT obecrneumBaTh 3alMTy CeTer MaibiX MPEeANpPUATUIA C MaKCUMaabHOW
3KOHOMMYeckor 3deKTMBHOCTBIO UM OpraHM3oBaTh reorpadunuyecky pacnpesenceHHyro 3allueHHY0 ceTb nepesadu
naHHbIX. V13genvs MAK Dionis DPS cepun 2000 obnagatoT BceM HeobXoAMMbIM HabopOM QYHKLMIA, YTO MO3BOASET
BK/IHOUATh UX B CIOXKHYHO CETEBYHO MHAPACTPYKTYPY C noaaep>kkor VPN 1 MpoTOKON0B AMHAaMMNYeCKOM MapLupyTm3aLmn. B
6a3zoBoii komnnektaumm MAK Dionis DPS-2005 Ha 60pTy ycTaHoBneHo 5 umHtepdeicor 1000 Base-T, npu 3TOM B
pacwmpeHHbix komnnekTaumax [MAK Dionis DPS-2007 BO3MOXHO yBENNUYNTL KONNYECTBO MHTEPPENCOB 3a CHET YCTaHOBKM
LOMONHNTENBHOTO MOAYNA C ABYMSA ceTeBbiMM nopTamu: 2 x 1000 Base-T, 2 x SFP (1000 Base-SX/LX) namn 2xG.703.

CepTudpukarsl

Ceptndukat OCh:
CK31 KC1,KC3

Ceptndumkatr GCTIK:

NT.M3.A4.113, NT.COB.C4.T13
NT.M>2.44.M3

Creuoyikaus

KonmuectBo BCTPOEHHbIX MHTEPENCOB or5pa07 KoHcTpyktns 1 19"
max ckopocTb MapLpyTtuzaumm (UDP 1500), MéuT/c 7 600 USB-nopTbl 2
max ckopocTb wudpoanHma (UDP 1500), Mbut/c 500 Pazbem DVI Ja
CkopocTb Firewall (1000 ACL)/IPS, MéuT/c 4100/1 100 Pazbem HDMI aa
max KOJMYEeCTBO KOHKYPEHTHbIX Ceccui 40 5000 000 KoHconbHbiv nopt Aa
max koanuectso lpSec-TyHHenen (TOCT)* 50 TV KNIOUEBOTO HOCUTENA use
max koanuectso Disec-TyHHenel (FOCT)* 100 Oxnaxaeme kit
max KoMYecTBo y3108 B /IBC* 100 Hanpsxetie nnTanms, B 220
max KONMYecTBo nHTepdelicos 7 brok nuTanms BCTPOEHHbI/A

MouHocTb, BT 50
* MakcMManbHoe 3Ha4eHWe, rapaHTrpyroLLee 3aaB/IeHHbIe XapakKTepUCTkn Pa3Mepb| LU)(BXrI MM 484%44%399
Moaaepxka ceTeBbix MHTEPhENCOB Ananason pabounxt, C ° 0..40
10/100/1000 Base-T, 1000 Base SX/LX Macca, kr >

KoHdurypaumm annapaTHom naatdopmsl

1000 SFP SFP+ G.703 Bcero

Base-T (1000 Base-SX/LX) (10G Base-SR/LR) NHTepdenCoB:

MAK Dionis DPS-2005 (RM-5E) 5 HeT HeT HeT 5
MAK Dionis DPS-2007 (RM-7E) 7 HeT HeT HeT 7
MAK Dionis DPS-2007S (RM-5E-2S) 5 2 HeT HeT 7
MAK Dionis DPS-2007E (RM-5E-2E1) 5 HeT HeT 2 7

+7 (495) 644 3130 | www.dps.factor-ts.ru I
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MAK Dionis DPS-3000 Series

Ha3HaueHue

MAK Dionis DPS cepumn 3000 — pewwenmne dopmata RM 19”7 1U. Cepus 3000 — 3TO NOTMUHBIA M IKOHOMMNYECKM
OnpaBzaHHbIM BbIOOP Kak ANs HEOONbLLNX CETEN, Tak U ANs CeTel C pa3BETBAEHHOW CTPYKTYPOI 1 HEOObLUMX LLEHTPOB
06paboTku gaHHbIx. B 6azoson komnnekTaumm MNMAK Dionis DPS-3005 Ha 60pTy ycTaHoBaeHo 5 nHTepdericos 1000 Base-
T, Npv 3TOM B paclumpeHHbix komnaektaumax NMAK Dionis DPS-3009 BO3MOXHO yBENNUYNTb KONNYECTBO MHTEPHENCOB 3a
CYET YCTaHOBKM JOMONHUTENBHOTO MOAYAA C 4 ceTeBbiMM NopTamu: 4 x1000 Base-T nan 4 x SFP(1000 Base-SX/LX).

CepTudpukarsl

Ceptndumkatr GCTIK:

NT.M3.A4.N3, UT.COB.CAM3
WUT.M3.[14.N3

Creuoyiaus

Ceptudukar OCB:
CK31 KC1,KC3

KonmuectBo BCTPOEHHbIX MHTEPdECOB or5409  KoHcTpykTus U 19"
max cKopocTb MappyTm3aumm (UDP 1500), MbuT/c 13000  USB-noprtb 2
max ckopocTb Wndposarua (UDP 1500), Mbut/c 1400  Pasbem DVI Aa
CkopocTb Firewall (1000 ACL)/IPS, MéuT/c 9 400/2 700  Pasbem HDMI aa
max KOAMYECTBO KOHKYPEHTHbIX CecCuii 20 10 000 000  KOHCO/bHBIV MopT Aa
max KonnuecTtBo IpSec-TyHHenen (FTOCT)* 200  Twn kntoYeBOro HocuTens USB
max koanyectso Disec-TyHHeneit (TOCT)* 300 OxnaxaeHve aKT1BHOE
max KoJMYecTso y3nos 8 JIBC* 200  HampsbkeHve nutanus, B 220
max KOAMYeCcTBO MHTephencos 9  baok nutanuna BCTPOEH
* MakCMMasbHOE 3Ha4eHue, rapaHTMpyroLee 3aaBAeHHbIE XapakKTepUCTUKnN MOLU'HOCTbI BT 20
Pasmepbl LWLXBXI, Mm 484x44%x399
Moanep>ka ceTeBbIX MHTEPPENCOB [AnanasoH paboumx t, C ° 0..40
10/100/1000 Base-T, 1000 Base SX/LX Macca, kr 5

1000 SFP SFP+ Bcero

Base-T (1000 Base-SX/LX) (10G Base-SR/LR) NHTepdelncos:

IMAK Dionis DPS-3005 (RM-5E) 5 HeT HeT 5
MAK Dionis DPS-3009 (RM-9E) 9 Het HeT 9

MAK Dionis DPS-3009S (RM-5E-4S) 5 4 HeT 9

0 orcrorr T



MAK Dionis DPS-4000 Series

Ha3HaueHue

N3penna T1AK Dionis DPS-4000 — 310 peweHne ¢opmatra RM 19" 1U. Uspenna MAK Dionis DPS-4000 — 310
BbICOKOMPOW3BOANTENbHbIE YCTPOWMCTBA; B 6a30BOM BapuaHTe Ha [AK Dionis DPS-4005 n3HauanbHO ycTaHOBAEHO 5
nHtepdeiico 1000 Base-T. B pacwumpeHHbix komnnektaumsax MAK Dionis DPS-4007/4009 BO3MOXHO yBeMUUTb
KOMYECTBO NHTEPPENCOB 3a CUET YCTAHOBKM A0MNOAHUTENbHBIX MoAynel: 4 x 1000 Base-T, 4 x SFP(1000 Base-SX/LX) nau 2
x SFP+ (10 G). CkopocCTv WndpoBaHMA M MapLUpyTM3aLMM NPUOAMXKAKOTCA K CKOPOCTAM PELUeHWS YPOBHA Azpa.
BcTpoeHHble 5 MHTepdelicoB MO3BONANOT Peann30BbIBaTb KNACTEPHblE peLIeHWA B KPYMHbIX Yy3/1aXx ceTu.
Mpon3BoAnTENbHOCTM NAaTGOPMbl JOCTAaTOYHO ANA OAHOBPEMEHHOIrO WMCMOJ/Ib30BaHUA CUCTEMbl OBHapyXeHus 1
npesoTBpaLlennsa BTopxeHut IPS/IDS u kpuntorpadunueckmx dyHkUMi. [as pacwmpeHHbix komnaektaumin DPS-
4007/4009 ycTaHOBKa LOMNOAHUTENBHOTO MOAYNA MPOUCXOAUT Ha 3aBOAE-N3rOTOBUTENE.

° Dionis DPS-4005

CepTudpukarsl
Ceptndukat OCh: Ceptndunkar ®CTIK:
CK31 KC1,KC3 NT.M2.A4.1M3, NT.COB.C4.1M3
NT.M2.44.M3
KonmuectBo BCTPOEHHbBIX MHTEPENCOB oT5409  KoHCTpyKTUB 119"
max cKopocTb MappyTm3aumm (UDP 1500), MbuT/c 19 600 USB-nopTbl 2
max ckopocTb Wndposarusa (UDP 1500), Mbut/c 2300 Pasbem DVI fa
CkopocTb Firewall (1000 ACL)/IPS, MéuT/c 15 000/4 500 Pa3bem HDMI aa
mMax KONMYEeCTBO KOHKYPEHTHBIX Ceccul 0 20 000 000 KoHconbHbIM nopt Aa
max Koanyectso IpSec-TyHHenen (FTOCT)* 300 Tvn KNHOYEBOro HoCUTeNd USB
max koanyectso Disec-TyHHenen (TOCT)* 800 OxnaxaeHve aKTNBHOE
max KonmyecTso y3nos B JIBC* 400 HanpsaxeHne nutaHua, B 220
max KOAMYeCTBO MHTepdhencos 9 bnok nutaHmd BCTPOEH
* MakCMMasbHOE 3Ha4eHue, rapaHTMpyroLee 3aaBAeHHbIE XapakKTepUCTUKnN MOLU'HOCTbI BT 250
Pasmepsbl LLXBXI, Mm 484x44x399
Moasep>ka ceTeBbIX MHTEPHENCOB [AvanazoH pabounx t, C ° 0..40
10/100/1000 Base-T, 1000 Base SX/LX,10G Base-SR/LR Macca, kr 5
1000 SFP SFP+ Bcero
Base-T (1000 Base-SX/LX) (10G Base-SR/LR) NHTepdENCoB:

MAK Dionis DPS-4005 (RM-5E) HeT HeT 5

5
MAK Dionis DPS-4007S (RM-5E-2510G) 5 HeT 2 7
MAK Dionis DPS-4009 (RM-9E) 9 HeT HeT 9

5 9

MAK Dionis DPS-4009S (RM-5E-4S)
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MAK Dionis DPS-5000 Series

Ha3HaueHune

MAK Dionis DPS-5000 — 310 MOAy/IbHOE pelleHme ypoBHA aapa. [laHHasa niatdopma No3BONAET Peann30BaTh B OLHOM
YCTPOWCTBE BbICOKOMPOM3BOANTENBHBIV MapLpyTu3atop ¢ noadepxkon VPN (TOCT) un cuctemy obHapykeHus 1
npesoTBpaLLlenus BTopxeHui IPS/IDS. Tvbkas MoaynbHas cucTeMa CrocobHa 3HaUNTENBHO YNPOCTUTL MHTErpaLIo
pelleHnsa B CYLLEeCTBYIOLYHO CeTeBYIO MHPPACTPYKTypy. Pe3epBMpoBaHME WCTOYHMKA MUTaHMA B COYETaHUM C
OTKa30YyCTONYMBbIM KNacTepOM MNO3BOAAET 0becneynTb BbICOKUI YPOBEHb HAAEXHOCTH AApa CeTU opraHu3aumn. Ans
DPS-5000 mopynn nprobpeTatoTca OTAEbHO M MOTYT CaMOCTOATENbHO YCTaHaBAMBATbCA 3aKa3uMKOM MO Mepe
pacLUMpPEeHNA CETH.

CepTudpukarsl
Ceptndumkar ©CB: Ceptndpumkar CTIK:
CK3I KC1,KC3 NT.M3.A4.MM3, NT.COB.C4.IM3
NT.M3.44.M3

KonmuectBo BCTPOEHHbIX MHTEPENCOB ot 5 p0 25 KoHcTpyktns U 19"
max cKopocTb MapwpyTm3aumm (UDP 1500), MbuT/c 39700 USB-nopTbi 2
max ckopocTb Wndposarusa (UDP 1500), Mbut/c 2 500 Pasbem VGA HeT
CkopocTb Firewall (1000 ACL)/IPS, M6uT/c 25 000/6 000 Paszbem HDMI aa
Max KOMYEeCTBO KOHKYPEHTHbIX Ceccui o 30 000 000 KoHconbHbiv nopt Aa
max Koamyectso IpSec-TyHHenen (FTOCT)* 1000 Tvn kntoueBoro HocuTens usB
max koanyectso Disec-TyHHenen (TOCT)* 1500 OxnaxaeHve aKTMBHOE
max KonnyecTso y3nos B /IBC* 500 HanpsxeHune nutaHus, B 220
max KONM4YecTBo MHTepdencos 25 bnok nutaHwus ABOVHOW
* MakcMManbHoe 3Ha4eHWe, rapaHTrpyroLLee 3aaB/IeHHbIe XapakKTepUCTkn MOLU'HOCTbI B 250

Pa3mepbl LLXBXI, Mm 438x44x483
Moasep>ka ceTeBbIX MHTEPHENCOB finanasoH pabounx t, C ° 0..40
10/100/1000 Base-T,1000 Base SX/LX,10G Base-SR/LR Macca, kr 9
[NossepxmBaeMble MOAYAN (Max 3 MOAYASA)

1000 SFP SFP+ Bcero
Base-T (1000 Base-SX/LX) (10G Base-SR/LR) nHTEPdENCOB:

Mogaynb 8x1Ge 8 HeT HeT
Moaynb 8xSFP 1Ge HeT 8 HeT
Moaynb 4xSFP+ 10Ge HeT HeT 4
BcTpoeHHbIi Moaynb 1x1Ge 1 HeT HeT HeT

Moaaepxmsaemble koHpurypauwu: NMAK Dionis DPS-5000(RM-17E), MAK Dionis DPS-5000(RM-1E-16S), MAK Dionis DPS-5000(RM-9E-8S)
MAK Dionis DPS-5000(RM-9E-8S10G), MAK Dionis DPS-5000(RM-1E-85-8S10G), MAK Dionis DPS-5000(RM-1E-8S10G), MAK Dionis DPS-5000(RM-9E-8S-4510G)
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MAK Dionis DPS-6000 Series

Ha3HaueHune

MAK Dionis DPS-6000 — 370 MOAyNbHOE peLleHne YPOBHA A4pa C MPOU3BOAUTENBHOCTLIO MapLupyTu3aTopa 40 80
6/c. [aHHas nnatdopma MO3BONAET peann3oBaTb B OAHOM YCTPOMCTBE BbICOKOMPOW3BOAUTENbHbIN
MapwpyTratop ¢ noagepxkoin VPN (TOCT) n cuctemy obHapykeHus 1 npesoTBpaLleHns BTopxkeHnid IPS/IDS.
Mbkaa MoAy/bHasa cucTeMa CMOCOBHA 3HAUUTENBHO YIPOCTUTb MHTErPaLMIO PELIEHNA B CYLLECTBYHOLLYHO CETEBYHO
HOPaCTpyKTypy. Pe3epBMpoBaHMeE MCTOYHMKA MUTAHWA B COYETAHNM C OTKa30YCTOMYUMBBIM KJ1aCcTepOM MO3BOAAET
obecneunTb BbICOKMIA YPOBEHb HaAEXHOCTU fApa ceTn opraHmsaumun. Jna DPS-6000 moayam npuobpeTtarotcs
OTAENbHO M MOTYT CAaMOCTOATE/IbHO YCTaHABAMBATLCA 3aKa3UMKOM MO Mepe pacLUMpPeHNs CETU.

Ceptnonkarsl

: & Ceptudukar OCTIK:

NT.M3.A4.N3, UT.COB.C4.M3 .
NT.M3.[14.13

90 Ceptudukar OCE:
CK3WM KC1,KC3

DAKTOPTC

Creupoyiaus

KonmuectBo BCTPOEHHbIX MHTEPENCOB ot 2 g0 50
max cKopocTb MappyTm3aumm (UDP 1500), MbuT/c 109 000
max ckopocTb wudposanuna (UDP 1500), MéuT/c 4700
CkopocTb Firewall (1000 ACL)/IPS, MéuT/c 80 000/15 000
max KOMYeCTBOOAHOBPEMEHHbBIX CEeCCUM 60 000 000
max KonnuectBo IpSec-TyHHenen (FTOCT)* 1500
max koanyectso Disec-tyHHenei (TOCT)* 2000
max KonmyecTso y3nos B JIBC* 1000
max KOaM4yecTBO MHTepdeicoB 50

* MakCMMasbHOE 3Ha4eHue, rapaHTMpyroLlee 3aaBNeHHbIE XapPakKTePUCTUKN

Moaaep>kka ceTeBbIx NHTEPdECOB
10/100/1000 Base-T,1000 Base SX/LX,10G Base-SR/LR, 40GbE QSFP+

MNosaepxvBaeMble MOAYAN (Max 6 MOAyen)

Kon-Bo nHTepdencos

Mogaynb 8x1Ge

Mogynb 8xSFP 1Ge
Mogynb 4xSFP+ 10Ge
Moaynb 2x40GbE QSFP+
BctpoeHHbI mogy b 2x1Ge

NN N~ oo oo

KoHcTpykTns 2U 19"
USB-nopTbi 2
Pazbem VGA Ja
KoHconbHbIM nopT Aa
Tun KNrOYEBOrO HOCKTENSA USB
OxnaxpaeHve aKTUBHOE
HanpsaxeHne nutanHusa, B 220-240
Bnok nutanua JBOVHOMN
MouHocTb, BT 800
Pasmepbl LLXBXI, mm 438x88x595
[wvanasoH paboumx t, C ° 0..40
Macca, kr 17,5
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MAK Dionis DPS-7000 Series

Ha3HaueHune

MAK Dionis DPS-7000 — 3T0 MOZy/bHOE peLleHVe YPOBHA A4pa C MPOM3BOAMTENBHOCTHIO MapLUpyTh3aTopa 40 120
I6/c. AanHaa naatdopmMa MO3BONSET peanvsoBaTb B OAHOM YCTPOWCTBE BbICOKOMPOM3BOAUTENbHbIN
MapLpyTmatop ¢ nogaepxkor VPN (TOCT) un cuctemy obHapyxeHus 1 npegoTspalleHmns sTopxerun IPS/IDS.
[Mbkas MoZy/bHasa c1McTema CnocobHa 3HaUNTENBHO YNPOCTUTb MHTErPaLLMIO PeLleHns B CyLLECTBYHOLLYHO CETEBYHO
nHPpPacTpykTypy. PesepBMpoBaHMeE NCTOYHMKA MUTAaHUA B COYETaHMM C OTKA30YyCTOMYMBBIM KNacTepOM MO3BOAAET
obecneunTb BbICOKMIA YPOBEHb HAZEXHOCTM fApa ceTu opraHmzaumun. Ans DPS-7000 moaynu npuobpetatotcs
OTAENBHO Y MOTYT CaMOCTOATENbHO YCTaHaBIMBAaTLCA 3aKa3UMKOM MO Mepe PacLUMpeHns CeTu.

Ceptnonkarsl

: & Ceptudukar OCTIK: = e

NT.M3.A4.N3, UT.COB.C4.M3 e 0O
NT.M3.[14.13

90 Ceptudukar OCE:
CK3WM KC1,KC3

Creupoyiaus

KonmuectBo BCTPOEHHbIX MHTEPENCOB or2 050  KoHcTpyktns 2U 19"
max cKopocTb MappyTm3aumm (UDP 1500), MbuT/c 120 000  USB-mopTbl 2
max ckopocTb Wndposarusa (UDP 1500), Mbut/c 8000 Paszbem VGA Aa
CkopocTb Firewall (1000 ACL)/IPS, MéuT/c 90 000/20 000  KoHconbHbI MopT Aa
max KOMYeCTBOOAHOBPEMEHHbBIX CEeCCUM 60 000 000  Twn kNtOUEBOro HOCUTENA USB
max Koanyectso IpSec-TyHHenen (FTOCT)* 2000  OxnaxaeHue aKTBHOE
max koanyectso Disec-tyHHenei (TOCT)* 2500  HanpsxxeHune nutaHus, B 220-240
max KoamyecTso y3nos B JIBC* 2000  Bnok nutanHua JBOVHOMN
max KOaM4yecTBO MHTepdeicoB 50  MouwHocTs, Bt 800
* MaKkCMManbHoe 3Ha4eHWe, rapaHTrpyroLLee 3aAB/IeHHbIE XapakKTepUCTKn Pa3Mepbl LUXBXF' MM 438x88x595

[wvanasoH paboumx t, C ° 0..40
Moaaep>kka ceTeBbIx NHTEPdECOB Macca, kr 17,5

10/100/1000 Base-T,1000 Base SX/LX,10G Base-SR/LR, 40GbE QSFP+

MNosaepxvBaeMble MOAYAN (Max 6 MOAyen)

Kon-Bo nHTepdencos

Mogaynb 8x1Ge
Mogaynb 8xSFP 1Ge
Mogynb 4xSFP+ 10Ge

Mogaynb 2x40GbE QSFP+
BctpoeHHbIt Moaynb 2x1Ge
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MAK Dionis DPS

CpaBHuTtenbHas Tabanua moaenen MNMAK Dionis DPS

DPS-10035/1003SD DPS-1004S DPS-2000 DPS-3000 DPS-4000 DPS-5000 DPS-6000 DPS-7000

Max CKopoCTb MapLIpyT3aLmy, Mout/c 2800 3800 7600 13000 19 600 39700 109 000 120 000
max ckopocTb Wnposama , Mowu/c 100 200 500 1400 2300 2500 4700 8000
max ckopocTb B pexume Firewall, MbuT/c 1200 1000 4100 9400 15000 25000 80 000 90 000
Max KON-BO KOHKYPEHTHbIX CECCUI 100 000 500 000 5000 000 10 000 000 20 000 000 30 000 000 60 000 000 60 000 000
Max KoN-BO MHTepdencos 3 4 7 9 9 25 50 50
max kon-Bo IpSec-TyHHeneit (FOCT) 10 5 50 200 300 1000 1500 2000
max kon-Bo Disec-TyHHeneit (TOCT) 10 5 100 300 800 1500 2000 2500
PekomeHzyemoe max kon-Bo y3108 B J1BC 20 10 100 200 400 500 1000 2000
Mpoun3BoAnTENbHOCTL B pexxume IPS/IDS, Mbut/c Her 140 1100 2700 4500 6000 15000 20000
MoAZep>Ka 0TKa30yCTOMUMBOrO Knactepa Aa Aa ha ha ha ha ha Aa
max KON-BO ZOMONHUTENbHbIX MOAYNEN HeT HeT HeT HeT HeT 3 6 6
Moaaepxka moayns 8x1000Base-T (4x1000Base-T ) HET HeT HeT 4x1000Base- T 4x1000Base-T ha ha ha
Moaaepxka mozynsa 8xSFP1000 (Base-SX/LX) HeT HeT Het 4xSFP1000 4xSFP1000 Aa fa Aa
Moaaepxka mozynsa 2 x SFP+ (10G Base-SR/LR) HeT HeT HeT HeT na na ha Aa
Moaaepxka moayna 4 x SFP+ (10G Base-SR/LR) HET HeT HeT HeT HeT Ja na Jit]
Moaaepxka Moayns 2 x 40GbE QSFP+ HET HeT HeT HeT HeT HeT Aa Ad
KOHCOAbHbI MopT HeT 1a Ad Ad Ad Ad Aa Ad
MoakntoueHns moHuTtopa (VGA) 1 knaBuatypebl Aa Her ha ha Aa Het Aa Aa
Pazvem HDMI HeT HeT Ja Ja Ja na HeT HeT
Pazvem DVI HeT HeT na na na HeT HeT HeT
KoHctpykTvie [eckton  Jleckton  RM19"1U  RM19"1U  RM19"IU  RM19"1U  RM19"2U  RM19"2U
OxnaxnaeHne MaccuBHoe AkTmBHOe — AkTuBHOe AkTMBHOE —AkTMBHOEe AKTMBHOE — AKTVBHOE AKTMBHOE
HanpsxeHue nnTaqna, B 12 12 220 220 220 220 220 220
Tun 6n0Ka NUTaHKs BHewHwit  BHewHun  BctpoeH Bctpoen  BctpoeH  2-MBCTp.  2-M BCTP.  2-M BCTP.
Moaaep>kka ABOMHOroO 610Ka NUTaHKS HeT HeT HeT HeT HeT na na Ja
labaputbi, M (LLXBXT) 106x30x85 165x43x105 484x44x399 484x44x399 484x44x399 438x44x483 438x88x595438x88x595

Bapl/IaHTbI MOCTaBKU

Hannune ceptndpukata ®Ch Hananune ceptmndukata ®CTIK
KC3 NT.M2.A4M3  UT.M2.44.M3 WNT.COB.C4.M3
Komnnekraumsa FW HeT Aa Aa HeT
Komnnekrauma FWC-KC3 Ja Aa Ja HeT
Komnnektauma FW-IPS HeT Aa Aa aa
Komnnekrauma FWC-KC3-IPS aa Aa Ja aa
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MAK Dionis DPS

OyHKLMOHaNbHble BO3MOXHOCTM MAK Dionis DPS

MapuipyTvi3auyA

— Ethernet ¢ BO3MOXHOCTbIO 3aZ@aHNA HECKOBKMX — cTatnyeckas mapupytmsauma TCP/IP (v4);

IP-aApecos Ha oaHom uHTepgence; — cTatnyeckan mapwpytmsauna TCP/IP (v6);

— VLAN c nogzep>xkon QinQ;
— MapLpyTt1sauma Ha ocHose noantuk (PBR)

— WHTepdelickl ceTeBoit BupTyanmsaummn VXLAN; IPv4/IPv6 C yueToMm knaccudukaLm Tpaduka,
— TyHHeNbHble nHTepoericol: GRE/GRETAP C KOHTPOJIEM COCTOAHNA MapLIpyTa,

C KOHTPONIEM COCTOAHMA TyHHens, L2TP — NHREMultipoint GRE ;

C BO3MOXHOCTbHO YMakoBKM B TyHHeNb IPSec, — AvHaMuueckas (MpoTokonsl OSPFV2Av3,

PPTF, PPPoE; BGPv4/v6, RIP, RIP-NG) € 1Cnob3oBaHyeM kapT
— arpervpoBaHHble nHTepdelicsl Bond MapLIpyToB (route-map) 1 NpoTokona bbICTpOoro

C Pa3NMYHBIMK aNrOPUTMaMmn 6anaHCMPOBKMU: 0bHapy>xeHna HegoCTynHOCTM coceaa (BFD);

noovepeaHoe UMKAn4eckoe NCcnoib3oBaHne

_ — MapLIpyT13aLms MyabTuKacT-Tpadurka
(balance-rr), pesepsupoBaHue (active-backup),

(CTaTW—IeCKaFI, AnNHaMnyeckad no nNpoToKoaam

pacnpeseneHune no xew-eyHkumm (balance-xor), IGMP, DVMRP, PIM):

OoZHOBpeMeHHas nepeaaya (broadcast)

no craHaapty IEEE 802.3ad, agantvsHas — MPLS (MHOronpoToKOAbHaA KOMMYyTaLMA No

6anchmpOBKa nepesauv (balance-tlb), MeTKaM) — C BO3MOXHOCTbO CTaTUYEeCKOMN U

afanTueHaa banaHCMPOBKa Ha npueme AMNHAMUYECKON KOMMYyTaumm no metkam (LDP)

(balance-alb); “ nocTpoeHnem L2/L3-TyHHenewn ¢ Mcnosib3oBaHneM
— CKOMMYTMPOBaHHble NHTepdelicol Bridge ;H6T§§¢emcos Ditap/Ditun ¢ kpuntosaupron

C noaaep>xkon npotokona STP;

— VRF — TexHOoN0r1s, No3BOAAOLLANA Peann30BbIBaTh
Ha 6a3e ofHOro G13nYeckoro MapLupyT1saTopa
HEeCKONbKO BUPTYabHbIX, KaXZAO0ro co CBOeW

— E1 (HDLQ); He3aBMcMou Tabavuen mapwpyTtmsaumn. VRF

— VPN-uHTepdeiickl OpenVPN (kaneHT/cepsep); B cBA3Ke ¢ TexHonornein MPLS n BGP peannsyrot
(MP-BGP, MPLS-L3VPN).

— nHTepdencol becnpoBoaHbIX agantepoB Wi-Fi
n moaemos 3G/LTE;

— TyHHenbHble MHTepdericel Ditun/Ditap
(L3VPN/L2VPN) ¢ noaaep>kKoin KpnnTo3aLumTbl
Tpadpuka no anroputmam FOCT 1 KOHTpoOEM
COCTOAHUA TYHHEeN .
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POl [1AK Dionis DPS

OyHKUMOHaNbHble BO3MOXHOCTM MAK Dionis DPS

CeTteBble CepBUCHI OnTrmm3a LA nMpon3sBo4anTE/IbHOCTHU

Cnyx6bl: — TpaHcaauma ARP (proxy-arp);
— DHCP DHCP6, DHCP-Relay, DHCP-Relay6; — dunbTpaumsa ARP TONbKO A9 OAHOTO UHTepderica
(arp-filter);

— DNS/EDNS (knveHnt/cepsep); DNS Blackhole,
DNSSEC; — ynpasnexune pasmepom TCP MSS (path-mtu-

— NTP (knvienT/cepsep); discovery, adjust-mss);

— FTP-cepBep; — paBHOMepPHOe pacnpeeneHre BXOAALLMX NakeToB
' no ouepesaam obpabotkm (RSS);
— namepuTensHble ytuantbl NetPerf u IPerf

_ — MCMNO/Ib30BaHMe annapaTHbIX BO3MOXHOCTEWN
(knneHT/cepsep);

ceTeBoro agantepa (offload);

— SLAgent: areHT nsmepuTensa Kayectsa KaHasos.
— yBeAOMeHMe O 3aTopax 6e3 oTbpoca NakeToB

(ECN);

— NoAUTUKK Ans 6opbObI C Neperpyskamu,
oyepean, koHTpoab QOS Ha ocHoBe
KnaccnburkaTopos Tpaduika;

— ynpasneHue neperpyskamu FIFO, PQ, CQ, WFQ,

KayectBo cepsuca (QoS) CBWFQ;

— un3bexaHue neperpyzok WRED/RED.

— knaccnourkauma Tpaduka no IP/MAC-agpecam,
nopTam 1 3HaueHuamM b6ariToB, butam noas CoS
dperima Ethernet n nona TOS/DSCP 3aronoska IP
Hac/neJoBaHMe 3HaYeHnsa 13 3arosoBka Ethernet
B 3arosioBoK |P 1 B 3arosioBok TyHHens [Pover|P
MpeaocTaBneHVe NOAUTUK OOCNYKMBAHWSA, B TOM
yncne rapaHTMPOBaHHOM M MaKCMMaNbHOW NOAOChI
NPOMNYyCKaHMA ANA PA3NYHbIX KNaCCOB TPaduka;

— ynpaB/ieHVe NOA0CON NPONyCKaHWA 1 NPUOPUTU3ALLMA
MOTryT ObITb PeaNN30BaHbl C MOMOLLBH Pa3NYHBbIX
noantuk (HTB, Prio n PrioToS) 1 pasnnuHbIx anroputMoB
npuoputnsaymnn (codel/fgcodel, RED/GRED u SFQ).

B nonuTrkax obecneunBaeTca AByXypOBHeBas
nepapxmsa ouvepesen.
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[TAK Dionis DPS

OyHKLMOHaNbHble BO3MOXHOCTM MAK Dionis DPS

Kpuntorpaduueckmne TyHHeNN:

— CTaTnyeckne — C NCnob3oBaHNEM CMMMETPUNYHbBIX

KAroYel 1 Ha kntoueBbix napax Dikey, ¢ wndposaHm-

eM 1 nmutosawmTon IP-tpaduka no anroputmy
FOCT 28147-89 (coBMecTnMbI € xocTamm Dionis
Bcex Bepcui, B ToM uncne DOS n LX n MO DiSec);

— AMHamnyeckne — no npotokony IPSec (IKEv1, ESP)

c usgenmamm cemerictea Dionis un ¢ kameHTckum MO

cemeiicTBa Disec kpuntorpadunyeckoi
ayTeHTMdVKaumer no anroputmam FOCT 28147-89,
FOCT P 34.11-94, TOCT P 34.10-2001,

FOCT P 34.11-2012, TOCT P 34.10-2012,

FOCT P 34.12-2015, TOCT P 34.13-2015

B MHOPACTPYKType OTKPbIThIX Ktouen (cepTmnduka-
Tbl X.509), C KOHTPO/IEM COCTOAHMA TYHHENA.

LLndppatop MMeeT CUHXPOHHBIN pexxnm paboTsl,
MCKNtOYaOLWMIA NepemMeLLBaHne nakeTos (out-of-
order);

TexXHnueckoro kKommuteTa No CTaHAapTM3aLmMm
«Kpunrtorpaduueckasn 3awmra nHdopmMaumm»

(TK 26).

Pabota yepes NAT:
— WHKancynauma tpagvka B npotokon UDP;

— noaaepxka MexaHn3ma nat-traversal.

CpeactBa kpuntorpapuyeckon MexceTeBoit 3kpaH
3aLlLMTbl MHPOPMaLLUK

®unbTpaumMsa NakeToBs:

- no IP/MAC-azpecam, nopTam, 3HayeHnsM H6anT B
TeNe nakera;

- GuabTpaLVs, yumTbIBatOLLaa COCTOAHME
coeanHerus (Stateful Packet Inspection);

- GuNbTPaLMA NO PACIUCAHNIO;

- punbTpauma no maHaatHbiM Metkam OC MCBC n
OC Astra Linux;

- GUabTpaLMA NakeToB Ha NPUKNAAHBIX YPOBHAX
(L7-filter);

- transparent firewall;

- 33Tl OT BUPYCOB (C MCNOAb30BaHMEM
gonoaHuntensHoro MO).

- L2 dunbTpaumsa bridge, pexxnum pabortsl bridge
TOAbKO L2 (6e3 conntrack), content unbTp;

- OuabTpauma NO COAEPXMMOMY MaKeToB
(content)

- ®unbTpauns Tpadurka C MCNONb30BAHMEM
perynapHbIx BolpaxeHnin B dopmate POSIX

- QuabTpauma Tpadumka Ha OCHOBE PaCLUMPEHHbIX
perynapHbIx BolpaxeHunin PCRE

- ®unbTpauma Tpaduka ¢ ncnonb3osaHne PCAP-
BblPaXXeHuM

-Vlcnonb3oBaHve makpocos PCAP-BbipaxeHui
AN OnMcaHma 1000 CTPYKTYpbl cneumdnyeckmnx
NPOTOKONIOB

- Onucanbl makpocbl PCAP-BbIpaxeHWi Ana
CNefyroLLMX MPOMbILWAEHHbIX MPOTOKOJIOB!
MODBUS-TCP,

FOCT P M2K 60870-5-104-2004,

IEC 1815-2012 DNP3.

- Proxy — npo3pauHblii/He Npo3payuHbIi pexmm,
ssl-bump, ayteHtndurkauma AD, RADIUS, Kerberos,
ICAP;

- WCF — Beb KOHTEHT dpunbTp.

TpaHCNALMA NakeToB:

-NAT/PAT (tpaHcnaums exoadawero (DNAT) n ncxoadawero

(SNAT) tpaduika;

-TPaHCAALMS BCEX alpeCOB B OAMH aspec (masquerade);

-TpaHCALMA CeTb B CeTb (netmap);
-nepeHanpasneHue Tpaduka (redirect);
-IPv6 transition: NAT-PT.
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MAK Dionis DPS

OyHKUMOHaNbHble BO3MOXHOCTM TAK Dionis DPS

MAK Dionis DPS nmeeT BCTPOEHHYO c1cTeMy 0bHapy>XeHWs 1 npefoTBpaLLeHns ceTeBbix atak (IDS/IPS) Ha 6a3e
Snort. PaboTa cucTeMbl BO3MOXHA B pPeXMMe TOAbKO OOHapPYXXeHWA aTakv Uan B pexrmMe ObHapyXeHWs u
npesoTBpaLLeHVA aTakn. AHaAN3 MOXHO MPUMEHATb KaK 419 MapLLPyTU3MpyemMoro Tpaduka, Tak 1 ansa Tpaduka,
KOMMYTUPYEMOrO 4epe3 ceTeBOM MOCT. [TOMMMO CTaHAAPTHbIX LIMPOKMX BO3MOXHOCTEM cucTeMbl Snort
fobaBneHa Noajepkka Co34aHua COBCTBEHHbIX NMPaBMA aHanau3a Tpaduka M BO3MOXHOCTb 3aMvCh AamroB
TpaduKa, pacnO3HaHHOrO Kak ataka. YnpaBieHne CMCTEMOWN M OToDpaxeHue CTaTUCTUKM aTak peann3oBaHo
yepes nopTtan ynpasaeHns bezonacHocTbro Dionis-SMP,

Pe3epBupoBaHue YnpaBaeHne 1 MOHUTOPUHT

Knactepesi: MoasepxvBatoTCA ayTeHTUdMKaLMA 1 aBTOpU3aLLmS

< < < Y i +
— OTKa30YCTOMYMBbLIV anmnapaTHbIK Knactep C ropadmm nonb3ogartenelt yepes cepsepsl Radius 1 TACACS

pe3epBMPOBaHNEM (aKTMBHBbIN/NACCUBHbIN, C Nepe-

o JlokanbHoe ynpasneHune (MHTepderc KoMaHAHOM
Aayen MHGOPMaLLMK O TeKYLLMX COEANHEHNAX);

CTPOKM):
— knactep no npotokony VRRPv2/v3+object
, — JlOKa/ibHas KOHCOAb (KnaBmaTypa 1 MOHUTOP,
tracking. : LY
BO3MOXHO NOAKNtOUYeHWe MoHUTOpa no DisplayLink);
O6LueHMe 1 CBA3b: — TepMuHan yepes nopt RS-232.

— XMPP — npotokon obmeHa coobLieHnamu; YaneHHoe ynpaeaenme:

— Tox — NpOTOKON A8 TEKCTOBOW, rON0COBOM — MHTEpdeNiC KOMaHAHOM CTPOKY;

1 BUAEOCBA3MN.
— no npotokonam SSH u telnet;

— WEB-uHTepdeic no npotokony HTTP

Yn06CTBO ynpasneHus:

— rpynnosble 06bekTbl ACL, NAT, PBR;

— apxuBatop.

PoneBas moaenb ynpaBJieHNA:

— BO3MOXHOCTb 33/JaHnNA MHOXeCTBa aZAMMWHUCTPATO-
POB C HazHayaeMbIMUM NMpaBamu YrpaBAeHNA 1 MOHM-
TOPWHra.

+7 (495) 644 3130 | www.dps.factor-ts.ru I ODRKTOPTL



[NMAK Dionis DPS &

OyHKLMOHaNbHble BO3MOXHOCTM MAK Dionis DPS

YHpaBneHme N MOHUTOPWNHT

Pa3BuTble MeXaHW3Mbl O6CIIy)KI/| BaHWNA:

— yAaneHHoe 0bHOBAEHWE NPOrPaMMHOro obecrneveHus;

— BO3MOXHOCTb YCTAHOBKW HECKObKWX BEPCUA Ha OAHY
annapaTHyto naatpopmy;

— MNpVBA3Ka CI0TOB AaHHbIX (HACTpOek) K BEPCUAM Nporpam-
MHOro obecneyeHus;

— KOHTPO/b LIENOCTHOCTW MPOrpamMMHOro obecrneyeHus;

— pe3epBHOE apXMBUPOBaHMNE U BOCCTAHOB/IEHME, B TOM UnCie
no ceTu;

— Ha3HauyeHVe yManuBaeMon, pe3epBHOM 1 SKCNEePUMEHTab-
How Bepcuii MO;

— aBTOMaTMUECKUIA Nepexos Ha pesepBHyo Bepcuto MO npwm
HeyCrneLHOM 3anycke.

Tpaccuposka:

— OTC/IeXVBaHME NpUema, NyT1 1 OTNPaBKM NakeTa B MapLupy-
TM3aTope, ero TpaHchopmaLLmMii, nonagaHns B GUabTPSbI.

BeneHue xypHanos:

— perncTpaLma B CUCTEMHBIX XYyPHanax PasNnyHbIX COObITUI
(B TOM Ymcie NPOTOKONMPOBaHVEe PaboTbl GUALTPOB)
Y AeNCTBMI aMNHUCTPATOPOB;

— cTatnctvka no IP-agpecam.

MOHUTOPWUHT:

— SNMP v2/v3 — c noaaepxkon aytreHTndmnkaumm, NetFlow v1/v5/v9, Syslog, RMON;
— LLDP;
— 3epkannpoBaHue Tpaduka (mirroring);

— OTCNeXMBaHMe COOBLLEHMI B XypHanax no 3ajaHHoMy
WabNoHy C BO3MOXHOCTbHO OTNpaBku Ha E-mail;

— TeKyLLMIN MOHUTOPUHT 3arpy3kun CUCTEMbI N MHTepdencoB
Ha KOHCOMN.

D orcrorr T
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DRAKTORPTE

MockBa, 1-1 MarnctpanbHbIi Np-4,
aom 11, ctpoenme 1

dps.factor-ts.ru
sales@factor-ts.ru
+7 (495) 644 3130
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